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Software Is everywhere

Ford GT has over 10 million lines of code

22 Raptor has 2 million lines of code

Boeing 787 Dreamliner has 7 million lines of code

Ford pickup truck£50 has 150 million lines of code

https:// www.eitdigital.eunews-events/blog/article/guesavhat-requires150-million-lines-of-code/



VZ? VIRGINIA
TECH.

https:// www.ptsecurity.comupload/corporateiww-en/analytics/ICSSecurity201 7-eng.pdf

Security of Critical Infrastructure & Cy:
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Remote Code Execution
Information Disclosure
Buffer Overflow
Protection Bypass

Denial of Service

Cross-Site Request Forgery *
Cross-Site Scripting *
SQL Injection

Path Traversal

Privilege Escalation

Other

Industrial control systems (ICS)

Types of vulnerabilities in ICS components

https:// www.infosecuritymagazine.commews/criticatinfrastructuremore/

sical systems (CPS



\/Z28 =il Hacking
Ransomware attack on San Francisco
public transit gives everyone a freeride

Nov 2016

San Francisco Municipal Transport Agency attacked by hackers who
locked up computers and data with 100 bitcoin demand

MUNI stations displayed.:

3 "You Hacked, ALL Data Encrypted.

™ W - act For

m Key(cryptom27@yandex.com)ID:681
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Last Train
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12:45 A.M.

| swsrmmms s
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I | | Ultimo tren “Inbound” hacia
| el centro: 12:45 AM.

Aug 11 Aug 22
12017.20 United States Dolla™

Data provided by Morningstar for Currency and Coinbase for Cryptocurrency

httos:// www.thequardian.corftechnoloay/2016hovi28/passenaerdree-ride-sanfranciscemuni-ransomeware



Colonial Pipeline confirms it paid $4.4m
ransom to hacker garafter attack (2021)

AFETY 24-

ﬁﬂlllNIAl I'II'EllNE GO

https:// www.theguardian.corftechnology/2021/may/19/colonial 5
pipelinecyberattackransom
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Survey of nearly 1,200 IT security practitioners and
decision makers across 17 countries

No, we didn’t pay the
ransom and we lost our data
e e e A DS A Syt e Yes, we paid the ransom
and recovered our data

Yes, we paid the ransom, but

lost our data
No, we didn’t pay the ransom,

but we recovered our data

https://www.bleepingcomputer.com/news/security/onbalf-of-those-who-paid-a-ransomwarewere-able-to-recovertheir-data/
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Security breaches are scary, but
there are many points to prevent/detect them

' Designated Basic Security
DLPD Measures s“?.?uo:? R:‘ta;uhg
s Ci=
Data Linage | ! '
Detection : Mal Severs '
Vendors | Sensitive Data Scanning Watermarking
- ' (oata in “Otbﬂ) Web Severs
» : Behavior Analysis
Internet e ' E @ % Secure Publishing
| Router , Data Leak Swich
o

g (1] Lo X
g ' Wreless AP a

—

User External ; Internal

Enterprise Data Breach: Causes, Challenges, Prevention, and Future Directions. Long Cheng, Fang Liu, and Danfeng Yao.
WIREs Data Mining and Knowledge Discovery. Wiley. 2017.



http://onlinelibrary.wiley.com/doi/10.1002/widm.1211/pdf
http://wires.wiley.com/WileyCDA/WiresJournal/wisId-WIDM.html

Layered Security Common Sense

Using combination of multiple mitigating|  Behavorial Blocker .
Security controls to protect data. l

Connection Blocker

Real-Time Protection

Defense in depth
St ra.te g y Patched

Operating System
[ Your
i Valuable

(aka Iayered Secur” Antivirus

Antimalware k

Firewall

.
N

Intrusion Detection System

You (User)

https:// www.malwarefox.comiayered-security/ Malware



This tutorial will focus on software scanning,
especially for detecting crypto API misuses



We need both- developer training & using tools

Top 10 secure coding rules

1. Validate input. Validate input from all untrusted data sources.
2. Heed compiler warnings [and other warnings].

3. Architect and design for security policies.

4. Keep it simple.

5. Default deny.

6. Adhere to the principle of least privilege.

/. Sanitize data sent to other systems.

8. Practice defense in depth.

9. Use effective quality assurance techniques.

10. Adopt a secure coding standard.

https:// wiki.sei.cmu.edlconfluence/displayseccodéTop+10+Secure+Coding+Practices
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Microsoft secure development lifecycle (SDL)

Developers need TOOLS and more TOOLS

Voo

Establish Security Establish Design Use Approved Dynamic Incident
Requirements Requirements Tools Analysis Response Plan

Core Security Create Quality Analyze Attack Deprecate Unsafe Fuzz Final Security
Training Gates / Bug Bars Surface Functions Testing Review

Security & Privacy Threat Static Attack Surface Release
Risk Assessment Modeling Analysis Review Archive

11
https:// social.technet.microsoft.cofwiki/contents/articles/7100.thesecuritydevelopmentlifecycle.aspx
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Deployment

GAP




CSRF token in Javan example of the gap

Cross-Site Request Forgeries: Exploitation and Prevention

William Zeller* and Edward W. Felten*'

*Department of Computer Science
*Center for Information Technology Policy
TWoodrow Wilson School of Public and International Affairs
Princeton University
{wzeller, felten}@cs.princeton.edu

Revision 10/15/2008: Noted that the New York Times 1 Introduction
has fixed the vulnerability described below. Also clarified
that our server-side CSRF protection recommendations do  Cross-Site Request Forgery! (CSRF) attacks occur when a

PPFlRobust Defenses for Cross-Site Request Forgery - Stanford Security Lab
https://seclab.stanford.edu/websec/csrf/csrf.pdf v
by A Barth - 2008 - Cited by 456 - Related articles

Collin Jackson. Stanford ... Cross-Site Request Forgery (CSRF) is a widely exploited web site ... the
header can be used today as a reliable CSRF defense.



VI e What is crossite request forgery (CSRF) attack?

Victim Browser

www.attacker.com www.bank.com

<form action=https://www.bank.com/transfe
method=POST target=invisibleframe>
<input name=recipient value=attacker=>
<input name=amount value=5100>

</form:>

<script>document.forms[0].submit()</script=>

POST /transfer HTTP/1.1
Referer: http://www.attacker.com/blog

recipient=attacker&amount=5100

2. Victim visited HTTP/1.1 200 OK

malicious form

Transfer complete!

3. Victim tricked intc
submitting form

4. Browser automaticall 5. Money transferred

to attackerL

attaches sessioi

15
From C. Jackson



The most dangerous software vulnerabilities

1. CWE89 Improper Neutralization of Special Elements use
dPOPDd 0Q{v[ LYya2SOUA2Y QU

2. CWE79 Improper Neutralization of Input During 2. CWES02 Deserialization of Untrusted Data
250 tl3aS DSYyaNubdA YN O N A@ME787 Outof-bounds Write

1. CWEL19 Improper Restriction of Operations within
the Bounds of a Memory Buffer

3. CWE20 Improper Input Validation 4. CWETy L YLINRLISNI bSdzii N} £ AT I
4. CWE200 Information Exposure I 2YYFYR LyeSOiAz2yQu
5. CWEL25 Outof-bounds Read 5 CWEMH A . dZFFSNI / 2L 6 A (K2 dz
6. CWE89 Improper Neutralization of Special Elements CdZFFSENI hGSNFE 2600
dzZaSR AYy Ly {v][ [ 2YYlIYR 06Q{v] S O 0 )
6. CWEpn LYLINBLISNI / 2y uUNRt 27
7. CWE416 Use After Free

LYy2S0iAz2y Qo
7. CWE798 Use of Hardoded Credentials
10. CWE22 Improper Limitation of a Pathname to a 8. CWE434 Unrestricted Upload of File with Dangerous Tyj
WSAGNAOISR 5ANBOUO2NE 06 Qt 9.0CGWESINLSS BftddFreé Q U
10. CWE352 CrossSite Request Forgery (CSRF)

8. CWEL190 Integer Overflow or Wraparound
9. CWE352 CrossSite Request Forgery (CSRF)

[GalhardcACSAC 2020]
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Developers need help

~ yd ~ hd

dddingcsd 0 PRA A&l 0f SO0 a2f SR GKS A &a dzSHHdaStack®verflhdosy 2

E\\ stackoverflow Questions Developer Jobs Tags Users Search...

Turn off CSRF token in rails 3

More jobs | W

\
=" stackoverflow
JOBS

means more choice Il [ Getsrted |

A, ihave arails app that serves some apis to an iphone application. | want to be able to simply post
on a resource without minding on get the correct csrf token. | tried some method that | see here in
80 stackoverflow but it seems they no longer work on rails 3. Thank you for helping me.

. ruby-on-rails-3  csrf

17
[MengICSE 2018] Available at: httpswiv.ordpdf/1709.09970.pdf



Developers definitely need help

cAddingcsif). dlsable() solved the issue!!! | have

y2 ARSI gKe Al 61& Sylof SR o8
1 // Create a trust manager that does not validate certificate chains
; - - 2 TrustManager[] trustAllCerts = new TrustManager []{
a I R RthSH_all_Cer-ttrue 3 new X509TrustManager () {
“ _ 2 .'. r 4 public java.securj ertificate []
u 2 T a | N‘E dZYS )/ uae getAcgePledIssuers () {return null%
5 public yoid checkClientTrusted (...) {}
6 public vdg checkServerTrusted (...) {}
- g p Install theall trustl g
aL glyu Ye Of )\SSIY
. SLContext sc = SSLContext. getInstance ("SSL") ;
aCcept any Certlflcate 10 sc.init(null, trustAllCerts , new java.security.
' SecureRandom () ) ;
(becauseJ m Only eV,er 11 HttpsURLConnection.setDefaultSSLSocketFactory (sc
L2AyGAy3 G2 2y§ aeNpSNIé
2 catch (Exception e)
N. Meng, S. Nagy, D. Yao, W. Zhuang, arddgety ICSE2018

18
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Influencers- how much influence dogstackOverflovinave?

Insecure Posts Total Views No. of | Min Views Max Views Average

Posts
Disabling CSRF 39,863 5 261 28,183 7,258
Protectiorn*
Trust All Certs 491,567 9 95 391,464 58,594
ObsoleteHash 91,492 3 1,897 86,070 30,497
Total Views 622,922 17 - - -

As of August 2017

InsecureStackOverflowposts seem to have a large influence on develojpers

N. Meng, S. Nagy, D. Yao, W. Zhuang, adddgsty ICSE2018 * In Java Spring Security for web applications



SomeStackOverflowode made its way Into
mobile devices

stack overflow >
anN>30I1D

15.4% of apps contain code Most of them contain at least 1
snippets copied fronstackOverflow Insecure code snippet

[Fischer 2017]



VT SN
Social Dynamics @tackoverflow

User:MarsAtomic[6,287]

G52 bh¢ 9+9w UOGNMza@ yIOGt é2dz KI S & dzf
certificates. That is very reputation you will be )
RI'Y 3 S NP dza ®¢ FofS (02 O2YYSy(é

GUKS bl OOSLISR 'YagSNhdA &2y Uil KI S

wrong and INDEED it is enough rep to comment,
DANGEROUS. Others who X then participateX
blindly copy that code until you have enough

AaK2dZAZ R 1y26 0KAARE Lve

21
https:// stackoverflow.confquestions/10594000/whenr-try-to-converta-string-with-certificate-exceptionis-raised



CryptoGuara; Java Crypto Code Scanning with
Deploymentquality Accuracy and Scalability

08.6% Precision

Out of 1,295 Apache alerts,
only 18 are false alarms

Apache Ranger "hadaap

BAPACHE

2OFBiz

A light JAX-RS+CDI+JSON server!
£, Apache Ambari &
‘ AAAAAA
Spar zw

Max, min and avg LoC: 2,571K (Hadoop),
1.1K (Commons Crypto), and 402K

CRYPTOGUARD DEPLOYMENT & IMl

ORACLE

MGradle

80

Nominated for NSA Science d ‘ &
Security Paper Competition ¢

Parfait (an internal Oracle product) use
our approach to scan production code

[Rahamaret al. ACM CCS 201
CryptoGuardand Benchmark on GitHUJI

L

22
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COMMUNICATIONS

OF THE

ACM

Home { News [ A Tool for Hardening Java Crypto / Full Text

HOME | CURRENTISSUE | MEWS | BLOGS | OPINION | RESEARCH PRACTICE

ACM NEWS

A Tool for Hardening Java Crypto

By R. Colin Johnson
July 23, 2020
Comments

VEWAS: E [ [SHARE = & @ EH € B

Identifying cryptographic vulnerabilities in today's million-line
programs has become a critical endeavor. Because of the
increasing sophistication of cybercriminals, programmers can no
longer afford to test for vulnerabilities using only traditional
debugging techniques, followed by releasing software, collecting
bug reports and patching.

The new frontier being pursued by government, industry, and
academia are automated tools that are capable of culling
vulnerahilities before releasing source code into the wild. When
run on existing software, such as the open-source Apache
programs managing the world's servers, these tools also are
finding a surprising number of vulnerabilities in software that is
decades old.

Researchers at the Virginia Polytechnic

Institute and State University (\irginia Tech) Muost open-source automated vulnerability checkers are still
say the vulnerability checking software they finding their way, but a team of researchers at the Virginia
developed fs mature, and nearing deployment. Polytechnic Institute and State University (Virginia Tech) claim
Credit: Wikimedia Commons to have vulnerability-checking software that is mature, and
approaching deployment. Called CryptoGuard, the software
automatically identifies cryptographic vulnerabilities in Java (and soon Python) source code. Funded by the

U.S. Navy's Office of Naval Research (ONR) and the National Science Foundation (NSF), CryptoGuard is

Comm. Of ACM article ddryptoGuard https://cacm.acm.orfpews/246385a-tool-for-hardeningjavacrypto/fulltext

S =i 0= Oy A & 0

23



Juniper Dual EC Incident (2015)signed int index;

& Thread

. dvorak
P9 @ dvorak_

@rpw If your C code is correct, reseeding sets

system_prng_output to 32 and skips the 3des steps.

Exposing the ec_prng output directly.

8:21 PM - Dec 21, 2015 - Twitter Web Client

[Checkoway CACM 2018]
https://youtu.be/M5LMFQDN2vY

void prng_reseed(void) {.
e .

/l obtain a 32B secret w/ Dual EC

iIndex = 32;

}

void prng_generate(void) {

é .
if {
é prng_reseed();
}
for (; iIndex <=31; index +=8) {
é . // generate a PR output
memcpy(&output[index, block, 8);

}
} 24



https://youtu.be/M5LMFQDN2vY
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Open research problems in secure coding

A[Extensibility]Generating A[Al] Auto code repair, APl completion
scanning algorithms
automatically? Easily enforce new

security rules? _ _ _
A[Science of securitBenchmarking,

measurement, comparison

A[Crypto libs[To ensure the

AlLanguages)ava, Python, others security of library code

libraries?

25



Takehome message:

ly26 UKSNBQONEBE G22fakadNti
developers secure code
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Need more research addressing practical deployment challen

IACR | tion Award Winner: :
r. Felix Gunther

Real World
Crypto
Symposium

Real World Crypto Symposium aims to bring together cryptography researchers with developers implementing
cryptography in real-world systems. The conference goal is to strengthen the dialogue between these two
communities. Topics covered focus on uses of cryptography in real-world environments such as the Internet,
the cloud, and embedded devices.

ACSAC 2020

oy
! December 7-11, 2020 - Online

|IEEE
SecDev

Call For ~ People ~ Attendee Schedule Program ~ Code of Conduct

1O

Hard Topic Theme: Deployable and Impactful |
Security

IEEE Secure Development Conferenc

September 28 - 30, 2020
Virtual Conference

Sponsored by the IEEE Computer Society Techn
Committee on Security and Privacy

> Register

Background

Since 2013, ACSAC has had a hard topic theme that focuses the conference on tackling a hard, cutting-edge, cybersecurity pr

requiring cooperation from government, industry, and academia. This year, ACSAC especially encourages contributions in th
Deployable and Impactful Security. 27



Related references

Papers:

A SazzaduRahamanYaXiao,SharminAfrose FahadShaonKeTian, Miles Frantz, Murdtantarciogly andDanfengYao.
"Cryptoguard High precision detection of cryptographic vulnerabilities in massixed Java projects.” RProceedings
of the 2019 ACM SIGSAC Conference on Computer and Communications fec4iss2472. 2019.

A SharminAfrose SazzaduRahamanandDanfengYao. "CryptoAPBench: A Comprehensive Benchmark on Java
Cryptographic API Misuses."2019 IEEE Cybersecurity Developm®8atDe) pp. 4961. IEEE, 20109.

A YaXiao, Yang Zhao, Nicholas Allen, Nathan Keynes, and Cristina Cifuentes. "Industrial Experience of Finding
Cryptographic Vulnerabilities in Largeale CodebasesatXivpreprint arXiv:2007.06122020).

A Mazharullslam,SazzaduRahamanNa MengBehnazHassanshahPadmanabhan KrishnaDanfeng(Daphne) Yao.
Coding Practices and Recommendations of Spring Security for Enterprise ApplitBtdnSecure Development
ConferenceSecDe)\ 2020.

A SharminAfrose YaXiao,SazzaduRahamanBarton P. MilleDanfeng(Daphne) Yao. Development of Benchmarks for
Java Cryptographic APIs and Evaluation of Static Vulnerability Detection Tools. Under Revision. 2021.

Online Resources:

A CryptoGuardhttps://github.com CryptoGuardO3&ryptoguard

A CryptoARBench. https:/gjithub.comi CryptoGuardO3&ryptoapibench

A Secure TLS/SSL code examples. htigishiib.com AthenaXiadSecureTLSCodeExample
A https:// mybinder.orgv2/gh/ francemé cryptoguard2020_SecDev_Tutorial
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Our tutorial today

GAP

1. JupyterNotebook setup

3. CryptoGuardntro

2. Complex crypto coding
examples

4. Toolevalbenchmarks

5. Python code security 6. Industry adoption

7. Demo time

29
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README.md

Principles and Practices of Secure Cryptographic Coding
in Java Esorics 2021 Tutorial

e Please visit the Notebook link @ launch ‘binder to try running through our sample demo.

MyBinder

This is a website hosting a Docker image that actively runs either Java or Python3 samples. The Java Notebook is
only possible by utilitzing IJava. This is still under progress.


https://github.com/franceme/Esorics_Conference
https://github.com/franceme/Esorics_Conference
https://github.com/franceme/Esorics_Conference
https://github.com/franceme/Esorics_Conference
https://github.com/franceme/Esorics_Conference
https://github.com/franceme/Esorics_Conference




- Miscon ;|g;urat;|0n5;@fgg; LS/SSL can cause- imame-




URL url = new URL("https://our.example.com"); )
HttpsURLConnection conn = (HttpsURLConnection) url.openConnection();




- Several examples of customizgdstManager

T e e e R R R S e e e R R S e e R S S e e e e S T e e e R e e e S S e R S T e e R S e e R e S T e R R S S e e R S e e s s



................. 1 public class SecDevIM implements X509TrustManager { SRS

S g @0verride SRS
BRRER I public void checkClientTrusted[X509Certificate[] chain, String authType)
L throws CertificateException { RS
L g //validate certificate chain from the client L
S } g
SR @0verride RS
SRR I public void checkServerTrusted{X509Certificate[] chain, String authType) @i
B "~ throws CertificateException { R
Y //validate certificate chain from the server I
Som } R
Y @Override S
T public X509Certificate[] getAcceptedIssuers() { R
Iy //obtain trust anchor R
BT return null; S
S 16 } RRRIR
R ETPTI ¢ SRR









o1 public class SecDevTM implements X509TrustManager {

I private X509TrustManager defaultTM;

T

Ly @0verride

SIS public void checkServerTrusted(X509Certificate[] chain, String authType)
I g throws CertificateException {

L try{ R
LI g defaultTM.checkServerTrusted(chain,, authType) ; S
SR } No exception Wlﬁ) be threw out!
i o catch(CertificateException e){ R
i Log.w("checkServerTrusted",e.toString())|;

e BT }

g }

BRI

o Catching the - exceptiowithout re-throw it is: insecure! oo



1 public class SecDevTM implements X509TrustManager {

2 private X509TrustManager defaultTM;
3
4 @0verride
5 public void checkServerTrusted(X509Certificate[] chain, String authType)
6 throws CertificateException {
7 if ((chain '= null) && (chain.length == 1)) {
8 chain[0].checkValidity();
g } else {
2 ho defaultTM.checkServerTrusted(chain, authType);
. 11 }
12 }
13 }



1 public class SecDevTM implements X509TrustManager {
2 private X509TrustManager defaultTM;

4 COverride Bypassing certificate validation

5 public void checkServerTrusted(X509Certificate[] chain, String authType)
6 throws CertificateException { checkValidityonly
7 if ((chain !'= null) && (chain.length == 1))|{ checks whether
8 chain[0] .checkValidity(); the certificate is
e } else { expired
SRS defaultTM.checkServerTrusted(chain, authType) ;
. 11 }
12 }
13 }






coocccccsssso /) create a new TrustManager that trusts our KeyStore RIS
iy String tmfAlgorithm = TrustManagerFactory.getDefaultAlgorithm(); R
it gy TrustManagerFactory tmf = TrustManagerFactory.getInstance (tmfAlgorithm); oo
oo g tmf L init (keyStore) SEBEERRRRRNE
Sl s TrustManager tms [1 = tmf.getTrustManagers () S



‘Vulnerabilites

~ CustomTrustManageto trust all certificates Configure KeyStore Ll
17 Custom Hostname verifiers to accept all hosts Specify accepted hostnames
CustomSSLSocketFactomfo manual Hostname verification ~ Manually calHostname Verifier.veriff)
" Occasional use of HTTP Use HTTPS S
~See more vulnerability types and the recommended practices for themin =~
~ https://github.confAthenaXia6SecureTLSCodeExample



...................................................... Presenter




ESORICS

Builder

Pre-
processor

IR bundles
from
siyb-projecfs

Sub-project
dependency
analyzer

App code
distinguisher

Rule 16

Rule Engine

Slices

Constants

Heuristic |, Heuristic Il, ..., Heuristic V

Heuristic Engine

Backward
program slicer

Forward
program slicer

Classes
+

icing criteria 1

b
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ESORICS

Precise cryptographic misuse detection is hard ...

POF An Empirical Study of Cryptographic Misuse in Android ...

https://sites.cs.ucsb.edu » ~chris » research » doc » ccs13_cryptolint =

by M Egele - 2013 - Cited by 312 - Related articles

The main new idea in CryptoLint is to use static program slicing to identify flows between
crypto- graphic keys, initialization vectors, and simi ographic.

)
@ FixDroid (Android) ~ CryptoLint |

@ SpotBugs (Java)
‘ CoverityScan (Java/C/C++) State-of-the-art

Practical /

@ CrySL (Java/Android)

False Negatives (missed detection)

CryptoGuard (our solution)

False Positives (false alerts)
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ESORICS

Goal and Challenges

FP vs. FN vs. Scalability

How do you handle
False Positives?

or scalability and reduced FN,
we avoid
path-sensitive analysis

False Negatives (missed detection)

CryptoGuard (our solution)

False Positives (false alerts)

49



ESORICS

Sources of false positives

22class Crypto { Paramlnﬂucnce—b Orthogonalmvocallons:I

lclass PasswordEncryptor { 23 i
2 24 String ALGO = "AES"; I
3 Crypto crypto; 25 String ALGO_SPEC = "AES/CBC/NoPadding"; Z, . J |
4 26 String defaultKey; £ _ v |
5 public PasswordEncryptorOf 27 Cipher cipher; gﬂ Context.getProperty(..) i
6 | String passKey = PasswordEncryptor 28 5: I |

.getKey(pass.key’) 29 public Crypto(Strlng defKey){ EE ] i
7 [ crypto = new Crypto(passKey); (p) 30 cj = ce (ALGO_SPEC); %' ] |
8 31 |JdefaultKey = defKey; // fssigning field f: passKey :
9 32 % ! l '
10 byte[] encPass(String [] arg){ 33
11 |return crypto.encrypt(argl[@e]l, arg[1]1); C) 34 byte[] encrypt(String txt,String key){
12 } 35 if (key == null){
13 36 key = defaultKey; ()
14 ptatic String getKey(String src){ 37}
15 |String key =| Context.getProperty(src); | 38 |byte[] keyBytes = key.getBytes(WﬂT—S");|
16 |if (key == null) { 39 byte[] txtBytes = txt.getBytes();
17 | key = "defaultkey"; 40 SecretKeySpec keySpc =
18 1
19 Yreturn key; new SecretKeySpdc (keyBytes, | ALGO) ;
20 1
213} cipher.init (Cipher.ENCRYPT_MODE ,h keySpc);




Reduce false positivaBrogramming idiomsnd language
restrictionsto the rescue!

Observation | A vast majority of them are caused by phantom methods!

bytes =  virtualinvoke key.<§tring: byte[] getBytes(String)>( "UTF-8")

State indicator

key 3 staticinvoke <PassEncryptor : String getKey (String)>( " pass.key ")

Resource identifier

key =| interfaceinvoke map.<HashMap: String get(String)>( "key id" )

Resource identifier

51



Reduction of False Alerts by Our Refinement Insights

RI I: Removal of state indicators RI II: Removal of resource identifiers
RI Ill: Removal of bookkeeping indices RI IV: Removal of contextually incompatible constants

RI V: Removal of constants in infeasible paths

We customized the Data flow analysis algorithms to incorporate these insights ...

10° -
] EE w/o Rl (Apache)
] g 1 w/RI {Apache.}
We evaluated the performance on - 8 3wl ndron)
g = ©
- 46 Apache p_rolects 8 104 - g
- 6,181 Android apps <
5
< 103 -
S 5
Apache: 76% reduction g
=
) ; =
Android: 80% reduction 102 ;
[1I2] [3] I;I,:arldcoded ”[1I0] -tll2] [13h]l<:I1000
Predictable KeyStore Predictable Predictable PBE lterations

Keys Pass Salts Vs 52



Deploymenigrade accuracy

Rules Total Alerts | # True Positives | Precision

(1,2) Predictable Keys 264 248 94.14 %
(3) Hardcoded Store Pass 148 148 100 %
(4) Dummy Hostname Verifier 12 12 100 %
(5) Dummy Cert. Validation 30 30 100 %
(6) Used Improper Socket 4 4 100 %
(7) Used HTTP 222 222 100 %
(8) Predictable Seeds 0 0 0%

(9) Untrusted PRM© 149 149 100 %
(10) Static Salts Manual analysis confirmed 18 false alerts ... 100 %
(11) ECB mode for Symm. Crypto 41 41 100 %
(12) Static IV 41 40 97.56 %
(13) <1000 PBE iterations Only 1.39% false positives! 97.67 %
(14) Broken Symm. Crypto ArgorTuirt 50 50 100 %
(15) Insecure Asymm. Crypto 12 12 100 %
(16) Broken Hash 138 138 00~5%
Total 1,295 1,277
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Performance Optimization With Subproject Dependency Analysis

unixauthclient

‘ rangerutil

AN

gnggrpluginscommons
S
4 angerpluginsaudit

security-adm

rangerkms

= Root-subprojects can be analyzed in parallel!

Subproject Dependency Graph
(Apache Ranger) >



Other Features: CryptoGuard uses forward slicing for
some ruleslfsecure SSLSocket)

SSLSocket requires manual hostname verification

SocketFactory  sf |=|SSLSocketFactory.getDefault 0 ; -
Sols>ocket socket = ( SolLsocket ) st.createsSocket (_ "mail.google.com -, 449);
HostnameVerifier hv = HttpsURLConnection.getDefaultHostnameVerifier 0;
SSLSession s = socket.getSession 0;

it (! hv.erity ("malil.google.com”, s)) 1

throw new  SSLHandshakeException ("Expected mail.google.com, not found ");

}
/[ Use  SSLSession
socket.close  ();



Single round of analysis is not sufficient (Insecure asymmetric
Crypto) "RSA"

Detection of Insecure RSA key size with multi round analysis Backward slicing

KeyPairGenerator keyPairGenerator = KeyPairGenerator.getinstance(algoritm);

512

Forward slicing

Backward slicing

keyPairGenerator.initialize(keySize, new SecureRandom());
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We discovered misuses in Apache top-tier projects! S

A light JAX-RS+CDI+]SON server!



Security finding (deterministic salt)

Generates salt from the password itself!

1 PBEKeySpec getPBEParameterSpec(String password) throws Throwable {

MessageDigest md =|MessageDigest.getInstance(MD_ALGO); // MD5

4

Weak message digest

byte[] saltGen = md.digest(password.getBytes());
byte[] salt = new byte[SALT_SIZE];
System.arraycopy(saltGen, @, salt, @, SALT_SIZE);

qmm@lwm

int iteration =|password.toCharArray().length + 1;

<

return new PBEKeySpec(password. toCharArray(), salt, iteration); }

#number of Iterations is the length of the password
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RUlESDeSC. /I,’

Package name Violated Rules | en

. 2  Predictable pwds for PBE i
com.google.api 3,4,5 7 2 Predictabl ds for k S
com.umeng.anlytics | 7,9, 12, 16 ) Dre |ctahe PWES 10T efystore
com.facebook.ads 5,9, 16 - Dummy ostnam-;e_ Verer
org.apache.commons >, 9, 16 Lmmy cert. veritier

7 Use of HTTP o
com.tencent.open 2, 7,9 i
9  Weak PRNG
12 Static IV
16  Broken hash o

06%0f detected issues come from midvel libraries o






Ll _ . Compare different Educate BN RN ND NS

SRR ) | fDO| OA OIi180 tools relative secure code VS i
DI erformance : L
IO P performance insecure code i



<? Code ) Issues

P master - ¥ tbranch > 0tags

Il Pull requests

Pull requests Issues Marketplace Explore

B CryptoAPI-Bench / CryptoAPl-Bench

5 Actions [ projects

CryptoAPI-Bench Update HttpProtocolBBCasel java

sr¢/main/java/org/cryptoapi/bench
.gitignore
CryptoAPI-Bench_details.xlsx
LICENSE

README.md

build.gradle

0D 0D D@ OO

seftings.gradle

README.md

CryptoAPI-Bench

Update HttpProtocolBBCaseljava
Add sources

Add files via upload

Add sources

Update README.md

Add sources

Add sources

0 wiki

@ security 122 Insights 83 Settings
Go to file Add file =

& Watch + 0

6zadads 15 minutes ago ) 11 commits

15 minutes ago
17 months ago
17 months ago
17 months ago
7 months ago
17 months ago

17 months ago

4

Comprehensive benchmark on Java Cryptographic misuses. It contains 16 cryptographic vulnerabilities. It contains
both secure and insecure code snippet. Please check the CryptoAPI_Bench_details.xlsx for more information.

Build Cryptoapi-bench

1.Run cd /path/to/cryptoapi-bench

2. Run gradle clean build

A Jar will be created in cd /path/to/cryptoapi-bench/build/libs/ folder. Use different Cryptographic vulnerability

detection tools to analyze the Jar.

CryptoAPI-Bench/CryptoAPI-Bench is
now a special repository. You can
display the README of this repository
on your public GitHub profile. Send
feedback

About

Neo description, website, or topics
provided.

0 Readme

&8 IT License

Releases

Ne releases published
Creste 5 new relzase

Packages

No packages published
Publish your first package

Contributors 2

CryptoAPI-Bench

https //qr[hub com/CrvotoAPLBench/CrvptoAPlBench

https //mthub com/CrvptOAPBench/AnacheCrvptoAJBIench

master =

CryptoAPI-Bench Update HitpProtocolBBCasel.java

brokencrypto

brakenhash
dummycertvalidation
dummyhostnameverifier
echbcrypto

http
impropersslsocketfactory
insecureasymmetriccrypto
pbeiteration
predictablecryptographickey
predictablekeystorepassword
predictablepbepassword
predictableseads
staticinitializationvectar
staticsalts

untrustedprng

CryptoAPI-Bench / src /f main / jJava

[ org [ cryptoapi / bench /

Add sources

Update BrokenHashCorrected java
Add sources

Add sources

Add sources

Update HttpProtocolBBCasel.java
Add sources

Add sources

Add sources

Update PredictableCryptographicKeyCorrected.java
Add sources

Add sources

Update PredictableSeedsBBCase1.java
Add sources

Add sources

Add sources


https://github.com/CryptoAPI-Bench/CryptoAPI-Bench
https://github.com/CryptoAPI-Bench/CryptoAPI-Bench
https://github.com/CryptoAPI-Bench/CryptoAPI-Bench
https://github.com/CryptoAPI-Bench/CryptoAPI-Bench
https://github.com/CryptoAPI-Bench/CryptoAPI-Bench
https://github.com/CryptoAPI-Bench/ApacheCryptoAPI-Bench
https://github.com/CryptoAPI-Bench/ApacheCryptoAPI-Bench
https://github.com/CryptoAPI-Bench/ApacheCryptoAPI-Bench
https://github.com/CryptoAPI-Bench/ApacheCryptoAPI-Bench
https://github.com/CryptoAPI-Bench/ApacheCryptoAPI-Bench

~ Test Cases: Detalled Informr

ERRNEIEE 'I' Latest commit 276ebe4 on Apr 23, 2019 ) History "7
.‘ ................................... ........ ‘.r“.me.n.“;ﬂ.it.y ...... -.r).’p.e.o.[ .................................. .. e
U Files | Code Number Exists? Vulnerability Method name Line number R
-.-.-.-.-.|PredictableCryptographicKeyBBCasel java 1.1 TRUE Static/Contant Key main() R L
____________ - ‘ Static/
| PredictablePBEPasswordBBCasel java 21.1 TRUE PRI key() 16,22 R
............ password
DRI I : Static/Constant SO
------------ PredictablePBEPasswordBBCase2.java 2.1.2 TRUE key() 16.22 PR
------------ Password
s . : Static/Constant RS
............ PredictableKeyStorePasswordBBCasel java 3.1 TRUE go() 23,24 RPN
DR Password RN
.. [DummyHostNameVerifierCasel java 4.1.1 TRUE Dummy Verifier verify() 8 o
... |DummyCertValidationCasel java 5.1:1 TRUE Dummy Certificate checkServerTrusted() 17 o
.o DummyCertValidationCase2 java 5.1.2 TRUE Dummy Certificate chisckClicatTrnsedy), 11.16 L
DR checkServerTrusted() o
JRITEIRY checkChientTrusted(). RN
... |DummyCertValidationCase3.java 5.1.3 TRUE Dummy Certificate checkServerTrusted(). 10. 15. 20 S
L getAcceptedlIssuers() B
SRR . Socket Hostname . EDENENEE
------------ ImproperSocketManualHostBBCasel .java 6.1.1 TRUE e main() 10 PR
L w/o verification L
.......|HttpProtocolBBCaseljava | T TRUE | Hrre | mam() | T




String url = "http://insects.myspecies.info/"; string url = "https://www.google.com";
System.out.println(new URL(url)); system.out.println(new URL(url));




Insecure

String url = "http:}//insects.myspecies.info/"; string url = "https://www.google.com";
System.out.println(new URL(url)); system.out.println(new URL(url));




Insecure

String url = "http:}//insects.myspecies.info/";

System.out.println(new URL(url));

String url =

“Ihttps

Secure

: //www.google.com”;

System.out.println(new URL(url));




Random randomGenerator = new Random();

SecureRandom random = new SecureRandom();

int x = randomGenerator.nextInt(); int x = random.nextInt();




Insecure

Random [randomGenerator = new Random();

SecureRandom random = new SecureRandom();

int x = randomGenerator.nextInt(); int x = random.nextInt();

A Follow definite mathematical algorithm ~ Predictablel
Gt = 1o T o TIPSO
-------------- HIrEed AttamMDt: - PAAG - - -
5:5:51{35\;:513?91";1:?:"5?9:Eﬁrtitr?mf?it:‘;:%fgi15151515:515:515:5:51515i51515ifpraczitirialrjti;me!;:;:;r;:;r;r;r;r;r;r;:;:;:;:;r;:;r;r;r;r;r;r;:;:;:;:;r;:;r;r;r;r;r;r;:;:;:;:;:;r;r;r;r;r;r;r;:;:;r;:;:;r;r;r;r;r;r;r;r;:;r



- C Cryptographic API: Rando8ecureRandom

Insecure Secure

Random [randomGenerator = new Random();

SecureRandom|random = new SecureRandom();

int x = randomGenerator.nextInt(); int x = random.nextInt();
b 3

A Follow definite: mathematical algorithm - Predictable! - A -Produce Irdeterministic output - Unpredictable! - -
A Required attempt: 2048 BIEAKIN & pequired attempt: 28128 Need severlyears
s praetical et s DT T e T e o breakent



SecureRandom random = new SecureRandom();

byte keyBytes[] = {20,10,30,5,5,6,8,7};

String defaultkKey = String.valueOf(random.ints());
keyBytes = Arrays.copyOf(keyBytes,16);

byte[] keyBytes = defaultKey.getBytes();
SecretKeySpec keySpec = new SecretKeySpec(keyBytes, "AES"); keyBytes = Arrays.copyof (keyBytes,16);

SecretKeySpec keySpec = new SecretKeySpec(keyBytes, "AES");




Insecure

byte keyBytes[] = {2e,10,30,5,5,6,8,7};
keyBytes = Arrays.copyOf(keyBytes,16);

SecretKeySpec keySpec = new SecretKeySpec(keyBytes

" Cryptographic Key derived from: i
~AcConstantbyte array - pradictable
o AcDevIce D el
:;:;:;:;:;:;:;:A:;:Tim:estam:p-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:

SecureRandom random = new SecureRandom();

String defaultkKey = String.valueOf(random.ints());

byte[] keyBytes = defaultKey.getBytes();

keyBytes = Arrays.copyOf(keyBytes,16);

SecretKeySpec keySpec = new SecretKeySpec(keyBytes, "AES");



Insecure Secure

SecureRandom|random = new SecureRandom();

byte keyBytes[] = {2e,10,30,5,5,6,8,7};
keyBytes = Arrays.copyOf(keyBytes,16);

String defaultkKey = String.valueOf(random.ints());
byte[] keyBytes = defaultKey.getBytes();
, "AES"); | keyBytes = Arrays.copyof(keyBytes,16);

SecretKeySpec keySpec = new SecretKeySpec(keyBytes

SecretKeySpec keySpec = new SecretKeySpec(keyBytes|, "AES");

 Cryptographic Key derivedfom  Ciyplographic Key derived froSecureRandomPl
;z;z;z;z;z;z;z;:.:;z;99ﬁ§5tanztzb;yt¢;zarrayz;z;z;z;z;s;z;z;z;zprgdi;ﬁ;t‘am;e@z;z;z;z;z;z;z;z;z;z;z;z;z;z;;;;;5;5;z;z;z;z;z;z;z;z;5;5;5;5;50555;@5;&55',:;i;i;i;i;i;i;i;i;izizésisizizizizizizizizizizisfzfzi
A DEUICE I el g
e R TGS A T D D T D R LR L D D



5. Message Digest

MessageDigest md = MessageDigest.getInstance("MD5"); MessageDigest md = MessageDigest.getInstance("SHA-256");

md.update(name.getBytes()); md.update(name.getBytes());

System.out.println(md.digest()); System.out.printin(md.digest());




Insecure

md.update(name.getBytes()); md.update(name.getBytes());
System.out.println(md.digest());

System.out.println(md.digest());

MD5 . cdCATAd670159eef60916CA0BA004A007. - - - - - -
e
T S A S
“Corrupted File i OISO AT ACK



Insecure

MessageDigest md = MessageDigest.getInstance(

md . update(name.getBytes());
System.out.println(md.digest());

"MDE II: .

MessageDigest md = MessageDigest.getInstance(
md.update(name.getBytes());
System.out.println(md.digest());

SHA-256["

)3




Cipher cipher = Cipher.getInstance("DES/ECB/PKCSS5Padding"); Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5Padding™);
cipher.init(cipher.ENCRYPT MODE, key); cipher.init(Cipher.ENCRYPT_MODE, key);




Insecure

Cipher cipher = Cipher.getInstance(1DESKECB’PKCSEPadding"); Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5Padding™);
cipher.init(cipher.ENCRYPT MODE, key); cipher.init(Cipher.ENCRYPT_MODE, key);

...................................................................................

...............................................................................

................. Informa‘tlonl ;




Insecure

Cipher cipher = Cipher.getInstance(1DESKECB’PKCSEPadding"); Cipher cipher = Cipher.getInstance('|AES/CBC/PKCS5Padding™);
cipher.init(cipher.ENCRYPT MODE, key); cipher.init(Cipher.ENCRYPT_MODE, key);

........................................................................................................................

............................................................................................................







public static void main(){

LessThanl@ea@IterationPBEABICasel 1t = new LessThanleeeIterationPBEABICasel();

int count = 20;

1t.go(count);
h
public void go(int count){
SecureRandom random = new SecureRandom();
PBEParametersSpec pbeParamspec = null;
byte[] salt =

random.nextBytes(salt);

new byte[32];

pbeParamSpec = new PBEParameterSpec(salt, count);




PPN IEDEDEEEE SecureRandom random = new SecureRandom();

SN random.nextBytes(salt);

B SRS if(choice > 1)

DRI ORI count = 1050;

P PBEParameterSpec pbeParamSpec = null;
L pbeParamSpec = new PBEParameterSpec(salt, count);




handle path [
sensitive cases [

ApacheCryptoAHBench: (6:common rules): ool il il sl

| Majority cases arg

Basic Cases [

-8 Afidse, Rahamanand D: Yao. "CryptoABEnch: A Comprehenisive Benchmark on Java Cryptographic API Misuses.” 2019 1EEE Cybersecuiity DESGIEReREE, 010 |-\l
S: Affose, Y. Xiao,ahamall - y'R 50 k2@ a5 S@SE2LVEY G 2F LSy OKYENLE F 2N WE @k ] (UbdedRevBWd LIK A O 1t BA kYR










Generate AST From Source Code

| Mark the potential value as invalid




3 dimport java.math.BigInteger; ~ coniiiiiiiinni i GERE@IENATS L
5 :i_m:nrt }Ewa.Eecurit:,MnSucEAngrithmExceptiﬂn; oo QrJava can-only-import at the top-of the o

& import java.nio.charset.StandardCharsets; :::::::::::::::::::::::::::::::::::ﬁlze:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

.....................................................................................................................

e T e T T T T I R T T T T T









import urllib. request

if False:

url = "https://www.google.com' . o00000Q0 Looking at the code we understand:the

2

4

H

5 else: conniiiiiyegquestediurlis not secure: i
;

8

9

url = "http:// www.google. COm " T T T



it 3 def self hash(string): RIS

SRS import hmac R

BERDRORS = from hashlib import MD5 as SHAL512 SRR

ceoniiie return hmac.new(bytearray(string, 'utf-8'), msg=Neone, digestmod=5HAS512) .

conrt 9 if . pame . == " main " SRNEENS

10 print{self hash{'Hello'}] BEREHNE
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Industrial Experience of Finding Cryptographic SR

Vulnerabilities in Large-scale Codebases S

Ya Xiao, Yang Zhao, Nicholas Allen, Nathan Keynes, Danfeng (Daphne)Yao, Cristina -

Cifuentes

Enterprise environments need to screen large-scale (millions of lines of code) codebases for -1

vulnerability detection, resulting in high requirements for precision and scalability of a static o

analysis tool. At Oracle, Parfait is one such bug checker, providing precision and scalability of ...~

results, including interprocedural analyses. CryptoGuard is a precise static analyzer for detecting .-~

cryptographic vulnerabilities in JavaTM1 code built on Soot. In this paper, we describe how to

integrate CryptoGuard into Parfait, with changing intermediate representation and relyingona .. .=
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-
Refined IFDS Analysis

A Design for precisi: We specializthe IFDS analysis propagation through refinement
Insights to remove these pseudofluences.

pl
ﬁive types of pseudmfluences in tha
work [CryptoGuard2019]
A State indicators p2
A Resource identifiers
A Bookkeeping indices
A Contextually incompatible constants
KA Constants in infeasible paths / 02

pl




